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Abstract

This article provides a comprehensive overview of the use of AI and ML technologies 
in policing, analysing technologies currently being experimented with or used by 
police organisations in India and other jurisdictions. In the context of the history 
of policing and contemporary global discussions on technology and ethics, the article 
explores the proposal: “AI for Atma Rakshit Bharat”. The analysis of secondary 
data identifies opportunities for improving how police create value - using AI, in 
crime prevention and fraud detection, similar to so many other fields already today. 
The challenges noted include developing appropriate ethical protocols, ensuring 
algorithmic transparency, building capacity to create, and implementing a simplified 
procurement process. The paper calls for caution with the “One Nation One Tool” 
approach in AI/ML and argues for educating and training officers in collaboration 
with the university sector to deliver just, wide-open and technology-enhanced policing 
of the future. 
Keywords: AI, Crime Prevention, Effectiveness, Fraud Detection, Machine 
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Introduction

Integrating Artificial Intelligence (AI) into police work signifies not 
just a technological upgrade of law enforcement but a seismic shift 
in policing itself. Indian policing has statutory origins in the colonial 

Police Act of 1861, and very recently, the Bharatiya Nyaya Sanhita, 2024, has 
signalled a willingness to adopt technologies. The anticipation of “AI for Atma 
Rakshit Bharat,” a scheme that expects to guide India’s interoperability, and 
models like “One Nation One Tool,” that hopes to streamline policing, work to 
bring coherence to the integration of technology into policing, and equally bind 
policies to the use of public safety data. 

This drive for technology should nevertheless be critically scrutinised. 
AI underscores the exciting possibility of unmatched efficiency; however, this 
promise is offset by history’s vested interest in state surveillance, with attendant 
ethical concerns about data privacy and algorithmic bias. This article examines AI 
tools being implemented by police in India and globally, identifies challenges and 
value in the Indian context, and offers recommendations for an overall approach 
in the fairest and accountable method for implementation.

AI for Atma Rakshit Bharat

The concept of “AI for Atma Rakshit Bharat” involves using Artificial 
Intelligence (AI) to improve the self-sufficiency and security of India. This will 
complement the national view of “Atma Nirbhar Bharat” or Self-Reliant India to 
make India more self-sufficient in a self-reliant country with better technology. 
Areas involved in AI for Atma Rakshit Bharat will include increased safety and 
policing, improved automation through data analysis, training and upskilling 
with academia, an Ecological Procurement process, and an overall National AI 
structure.

Artificial Intelligence is the ability to replicate human intelligence in 
machines, such as computers, to perform functions that require human thought 
and feeling. These functions will include, but are not limited to, learning, 
reasoning, decision making, and verbal communication. Because AI will utilise 
machine learning, data analysis, and neural nets to derive outcomes and/or use 
processes and algorithms, functions can be executed on the machine and yield 
outcomes and outputs similar to those of other machine functions. One of the 
areas that AI should thrive in is innovation. The use of Artificial Intelligence in 
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law enforcement in India has the capacity to be revolutionary and can serve as 
an impetus or catalyst to the Dream of Atma Rakshit Bharat or Self-Protected 
India. While AI can enhance operations and interagency integration and improve 
decision-making attributes across a law enforcement system, its centralisation 
under the rubric of One Nation One Tool is paramount.

Contemporary World Affairs: The Global Debate on AI, 
Ethics, and Bias

Artificial intelligence in policing is sparking heated debate worldwide. 
Major organisations like the UN are wrestling with the ethical challenges of 
AI—especially how it can reinforce existing biases or be misused for social and 
political control. Across regions, from Canada all the way to the Global South, 
we keep seeing reports of predictive policing algorithms being rolled out, and the 
same pattern shows up: if you feed these systems data that’s already biased, they’ll 
just amplify discrimination—often targeting marginalised groups like migrants, 
racialised communities, and Indigenous peoples. This so-called “algorithmic 
bias” isn’t just a technical glitch; it’s leading to real-world consequences, from 
mislabeling neighbourhoods as high-risk to flagging individuals as potential 
future offenders based on flawed data. Significant concerns linger—especially 
around data privacy and the increasingly blurred boundary between private 
tech companies and public law enforcement. The question of oversight and 
accountability remains unresolved, highlighting the urgent need for cautious, 
critical engagement with AI’s expanding role in policing.

Using an efficiency factor, reducing the average time required to conduct 
specific research, and recognising patterns and trends in datasets (especially if 
human researchers missed them before) make the research more efficient and 
accurate. It also supports data-driven decision-making and the formulation of 
models or new methodologies to solve problems across different sectors. 

As a result, there is collaboration between different areas of research: 
computer science and biology, economics and social sciences, which contributes 
to the enhancement of scientific knowledge. The use of artificial intelligence 
within the research environment not only enhances productivity but also serves 
as a catalyst for innovation by fostering creative output.
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Proposed Model for AI in Policing in India

Figure 1: Proposed Model for AI in Policing in India (Source: 
Creation by Author)

In Figure 1, A Model has been proposed for AI in Policing in India. In 
today’s society, policing is being made possible by applying Artificial Intelligence 
(AI) to improve and enhance law enforcement activities’ efficiency, accuracy and 
outcome. It can then be said that AI applications are applied to data collection, 
pattern identification, and decision-making to enhance operations. The goal of 
using predictive policing is to identify areas that are most likely to be targeted 
next; the AI system helps identify potential suspects through facial recognition. 

The AI systems of capacities for NLP and ML make effective surveillance 
on the internet platforms, monitoring online platforms, identifying anomalies in 
financial transactions, and identifying threats and cybercrimes. In addition, AI 
tools such as digital forensic analysis and speech/voice recognition help analyse 
evidence, meaning investigations are done faster than without AI involvement. 
Moreover, there is the added benefit of policing, which is enhanced by using AI 
to improve productivity and enhance safety through real-time interaction with 
criminals. Also, AI assists in accountability and transparency in the organisation 
using its data because the data is obtained through automated systems, and no 
errors due to bias or influence from the employee are involved in their reporting. 
Laws existing for agencies mandate that the agencies operate utilising AI when 
working through increasingly complex situations, where ethical and legal 
considerations need to be given care and importance. AI-driven technologies such 
as predictive analytics, facial recognition and automating the analysis of data, 
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will catalyse crime prevention initiatives, manage operational resources and allow 
cases to be solved effectively and efficiently. This not only contributes to building 
up the police system, but it can also promote transparency, accountability and 
most importantly, instil confidence among the public. The application of AI 
in Policing is additive to building the national security architecture that will 
advance India’s progress and progress towards the ability to lead in the field of 
Governance. Automated Reporting could be carried out by automating their 
reporting, thereby saving time and expediting a reduction in reporting errors. 
Traffic Management could be managed and carried out by automating traffic 
lights, tracking traffic patterns, and predicting accidents through the use of AI. 
Bias in Algorithms could be confronted by creating frameworks that determine 
and mitigate bias within AI algorithms. AI may improve policing effectiveness by 
integrating AI for better precision in predictions, response time improvements, 
and improved resource utilisation. Further, Community Trust and Engagement 
should be considered and pursued in collaboration with the community to 
develop trust and ensure that the AI application is algorithmically executed 
responsibly and ethically.

Literature Review

Artificial Intelligence (AI) is transforming India’s legal structure 
and raising fundamental questions about criminal liability. 
The autonomous character of AI serves to muddy the waters 

of accountability. The attribution of responsibility for crimes committed by or 
through AI becomes challenging, and this study discusses the adequacy of the 
existing legal frameworks to clearly outline accountability among developers, 
operators, and users of AI, with consideration of the idea of AI as a legal person.1 
It also amplifies two imminent hazards: misuse of information systems operating 
AI and the creation of deepfake technologies.2 This study employs a nonlinear 
autoregressive neural network (NARNN) within the MATLAB suite to predict 
urban crime rates in Surat, Delhi, Bangalore, and Kolkata from 2001 to 2020. 

1	 Bishnoi, R., R. Kaur, N. Kaur, H. Kaur, A. Kaur, and A. Johal. “Utilising artificial intelligence 
in the legal system with Special reference to India.” Educational Administration: Theory and 
Practice 30, no. 5 (2024). May 25, 2024. Accessed June 16, 2025. https://doi.org/10.53555/
kuey.v30i5.2380.

2	 Sayyed, H. “Artificial Intelligence and criminal liability in India: Exploring legal implications 
and challenges.” Cogent Social Sciences 10, no. 1 (2024). April 23, 2024. Accessed May 16, 2025. 
https://doi.org/10.1080/23311886.2024.2343195.
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Compared to traditional methods like linear regression and ARIMA, NARNN 
yields better and more accurate results, with Delhi’s forecasted crime rates 
reported to reach as high as 98% accuracy.3 Women’s security is critical, and an 
AI-based security system can help women live independently without fear.4 A 
clean environment, the right to which arises out of Article 20(3), thus requires 
consolidation of robust legal frameworks and preventive actions. Green policing, 
with the help of AI, can aid in furthering environmental interests by embedding 
sustainability into the police work of enforcing laws and preventing crime.5 
Technology’s rising adoption is remaking law enforcement in the United States; 
over 70 per cent of agencies surveyed reported using some computer application, 
such as predictive policing, vehicle plate readers, or body-worn cameras, back in 
2011. More recently, however, with the entry of drones, the policing landscape 
has also shifted tremendously in recent years.6 This paper discusses the possible 
strategies that should be adopted by U.S. law enforcement in effectively utilising 
artificial intelligence, in addition to the challenges offered by such technologies 
while tackling issues of a lack of first-hand knowledge on AI or its legal 
consequences.7 This case study underscores the interaction of social media with 
law enforcement in promoting ethical and humanitarian outcomes. This article 
traces the origins of the Mahalanobis Distance Function from colonial India to 
its contemporary applications in artificial intelligence technologies, such as facial 

3	 Sharma, H. K., and R. M. Tailor. “Exploring the potential of AI for Urban Crime Prediction 
in India: A case study of Indian metropolitan cities.” In 2023 6th International Conference on 
Contemporary Computing and Informatics (IC3I), 1047–1051. December 22, 2023. Accessed 
May 18, 2025. https://doi.org/10.1109/ic3i59117.2023.10398043.

4	 Navaneethakrishnan, M., R. Kalaiyarasi, T. A. Mohanaprakash, B. Bala Abirami, A. S. Prakaash, 
and V. Malathi. “(WoExP)Women Express-artificial intelligence based Women Security 
and Safety System.” In 2023 International Conference on Inventive Computation Technologies 
(ICICT), 416–421. April 28, 2023. Accessed June 14, 2025. https://doi.org/10.1109/
icict57646.2023.10133959.

5	 Bose, R. K. “Blockchain technology and Green Policing.” In Green Blockchain Technology 
for Sustainable Smart Cities, 199–215. April 27, 2023. Accessed June 16, 2025. https://doi.
org/10.1016/b978-0-323-95407-5.00006-2.

6	 Joshi, N. “Emerging challenges in privacy protection with advancements in artificial intelligence.” 
International Journal of Law and Policy 2, no. 4 (2024): 55–77. April 30, 2024. Accessed May 14, 
2025. https://doi.org/10.59022/ijlp.171.

7	 Bag, A., S. Shashikant, P. Mishra, and A. Pradhan. “Using artificial intelligence in U.S law 
enforcement-A Review.” In AIP Conference Proceedings 2977, no. 1 (2024). May 19, 2024. 
Accessed July 17, 2025. https://doi.org/10.1063/5.0179536.
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recognition, and its subsequent application in postcolonial India.8 This statistic, 
developed in the 1920s-30s to fill British colonial needs for caste and ethnic 
classification, was gradually converted into a technical standard and a racist 
tool, now employed in machine learning.9 The global volleying of AI-powered 
predictive policing and the surge in crime control performances are acclaimed. 
Abu Dhabi Police has concentrated on officer training and collaboration to 
enhance crime prevention.10 This study assesses the correlation between reduced 
crime incursions and the adoption of predictive policing modalities, specialised 
programs in training, innovative officer performance, and collaboration for 
academic purposes. This report draws on a survey of employees from the Abu 
Dhabi Crime Scene Department.11 The problem of crime prevention has emerged 
as a terrible clog for social processes, often with alarming intensities. It states 
that with efforts being made, crime rates have continued to rise, which in 2021 
stood at a figure of 445.9 crimes recorded for every 100,000 of the population in 
India.12 The paper proposes using AI and machine learning for model building 
in predicting criminal activities by logical reasoning and pattern recognition.13 

8	 Das, S. S., S. Patnaik, P. Pattnayak, and A. Mohanty. “An advancement in forensic and 
criminal investigation through Artificial Intelligence.” In 2023 OITS International Conference 
on Information Technology (OCIT), 920–926. December 22, 2023. Accessed May 22, 2025. 
https://doi.org/10.1109/ocit59427.2023.10431257.

9	 Taylor, S. M., K. N. Gulson, and D. McDuie-Ra. “Artificial Intelligence from Colonial India: 
Race, statistics, and facial recognition in the Global South.” Science, Technology, & Human 
Values 48, no. 3 (2021): 663–689. November 26, 2021. Accessed June 24, 2025. https://doi.
org/10.1177/01622439211060839.

10	 Bala Kishore, M., I. Srinivasa Reddy, L. Sujihelen, A. Sivasangari, and A. Christy. “Artificial 
Intelligence (AI) based detection of traffic violations by two-wheeler vehicles.” In 2023 7th 
International Conference on Intelligent Computing and Control Systems (ICICCS), 1788–1792. 
May 24, 2025. Accessed May 26, 2025. https://doi.org/10.1109/iciccs56967.2023.10142605.

11	 Al Shamsi, H. R., and S. Safei. “Artificial intelligence adoption in predictive policing to predict 
crime mitigation performance.” International Journal of Sustainable Construction Engineering 
and Technology 14, no. 3 (2023). December 28, 2023. Accessed May 28, 2025. https://doi.
org/10.30880/ijscet.2023.14.03.025.

12	 Sharma, M. “India’s courts and Artificial Intelligence: A future outlook.” LeXonomica 
15, no. 1 (2023). June 26, 2023. Accessed May 15, 2025. https://doi.org/10.18690/
lexonomica.15.1.99-120.2023.

13	 Thakkar, H., S. Datta, P. Bhadra, H. Barot, and J. Jadav. 2025. “Artificial Intelligence and Machine 
Learning in Fraud Detection: A Comprehensive Bibliometric Mapping of Research Trends and 
Directions.” Annals of Library and Information Studies 72, no. 2 (2025): 138–150. June 30, 2025. 
Accessed July 26, 2025. https://doi.org/10.56042/alis.v72i2.14752. 
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The choice of a design-thinking approach guided the development of an efficient 
crime-prevention strategy.14 Focus on how AI and machine learning are applied 
to secure women’s safety, including possible applications like predictive policing, 
facial recognition, and an array of safety apps. This discussion, which emphasises 
ethics and transparency, suggests the adoption of these technologies to create 
safer spaces for women worldwide.15 Globally, the adoption of technology in law 
enforcement is widespread. In the United States, over 70% of agencies reported 
using applications like predictive policing or body-worn cameras as far back as 
2011. More recent studies have focused on strategies for U.S. law enforcement to 
effectively utilise AI while tackling the challenges of limited first-hand knowledge 
of the technology and its legal consequences. The Abu Dhabi Police, for instance, 
has focused on officer training and collaboration to enhance crime prevention 
through predictive policing. However, challenges in AI adoption persist. A 
study identified 15 major challenges faced by Indian government organisations 
in this domain, based on reviews and expert discussions. Governments across 
the globe are in various stages of AI adoption, facing an array of issues. This 
research, therefore, seeks to explore the major challenges that Indian government 
organisations face in AI adoption and proposes them in a hierarchical matrix. 
Based on a literature review and discussions held with policymakers and AI 
experts within the Indian context, 15 major challenges have been identified and 
are discussed.16

Research Objectives

To comprehensively analyse Artificial Intelligence (AI) tools used 
in policing across developed countries and identify gaps, challenges, and 
opportunities for their adaptation and implementation in the Indian context.

14	 Kasar, R., and T. Kumar. “Crime prediction and prevention using design intervention and 
Artificial Intelligence.” In Lecture Notes in Networks and Systems, 117–134. June 26, 2024. 
Accessed June 6, 2025. https://doi.org/10.1007/978-981-97-1329-5_10.

15	 Pattnaik, O., M. Nayak, S. Pani, R. Kumar, and B. Sharma. “Empowering safety: A Deep Dive 
Into AI and Machine Learning Solutions for Women’s Security.” In Advances in Computational 
Intelligence and Robotics, 121–131. December 28, 2024. Accessed June 23, 2025. https://doi.
org/10.4018/979-8-3693-1435-7.ch007.

16	 Misra, S. K., S. K. Sharma, S. Gupta, and S. Das. “A framework to overcome challenges to 
adopting artificial intelligence in Indian Government organizations.” Technological Forecasting 
and Social Change 194 (2023): 122721. June 26, 2023. Accessed July 4, 2025. https://doi.
org/10.1016/j.techfore.2023.122721.
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Research Methodology

Secondary data has been collected from published research articles, 
newspaper articles, and reports from national and international agencies. The 
source of information encompasses different sources providing a comprehensive 
view of the operations of AI in policing and its impacts on Indian society.

Findings And Discussion

AI tools significantly enhance policing by improving efficiency, accuracy, 
and safety. Table 1 below lists the AI tools used by Indian and international police. 

Table 1: List of AI Tools in Policing: India and Other Countries

Tool Coun-
try

Type Applica-
tion

Efficiency Use Case/
Adoption

CMAPS 
(Crime 
Mapping 
Analyt-
ics and 
Predictive 
System)

India Loca-
tion-
based

Identi-
fies crime 
hotspots by 
analysing 
historical 
crime data 
to predict 
potential 
crime 
zones.

Improves 
resource 
allocation 
and crime 
preven-
tion; highly 
efficient in 
urban areas 
with high 
crime rates.

Used by 
Delhi, Gu-
rugram, and 
Kolkata Police 
to optimise 
patrols and re-
duce response 
times.

NASRS 
(National 
Automated 
Face Rec-
ognition 
System)

India Person-
based

Tracks 
criminals 
and miss-
ing persons 
using facial 
recognition, 
even with 
altered ap-
pearances.

High iden-
tification 
accuracy; 
integrates 
with NCRB 
for national-
level data.

Approved by 
the Ministry 
of Home 
Affairs; 
operational in 
various police 
units and 
public places.



AI FOR ATMA RAKSHIT BHARAT 99

Tool Coun-
try

Type Applica-
tion

Efficiency Use Case/
Adoption

Digi-Yatra India Bio-
metric-
based

Facial 
recogni-
tion for 
passenger 
verification 
at airports 
for seam-
less travel 
experiences.

Increases 
efficiency in 
passenger 
process-
ing; reduces 
manual 
intervention.

Implemented 
at airports 
like Varanasi, 
Pune, and 
Kolkata, with 
plans for 
nationwide 
expansion.

CompStat USA Loca-
tion-
based

Analyses 
geographic 
crime 
patterns 
to guide 
resource 
allocation 
and track 
police per-
formance.

Enhances ac-
countability 
and strategic 
decision-
making; 
highly 
efficient for 
urban polic-
ing.

Used by the 
NYPD to 
reduce crime 
rates through 
data-driven 
planning.

PredPol USA Loca-
tion-
based

Predicts fu-
ture crimes 
based on 
time, loca-
tion, and 
type of past 
crimes.

Reduces 
crime by 
anticipating 
high-risk 
areas; ef-
ficiently im-
proves patrol 
effectiveness.

Deployed by 
LAPD and 
other agencies 
to allocate 
resources 
proactively.

HunchLab USA Loca-
tion-
based

It uses ma-
chine learn-
ing to detect 
crime trends 
and suggest 
preventive 
strategies.

Provides 
actionable in-
sights that are 
effective for 
crime preven-
tion in diverse 
geographic 
areas.

Used by the 
Philadelphia 
Police De-
partment for 
proactive crime 
management.
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Tool Coun-
try

Type Applica-
tion

Efficiency Use Case/
Adoption

Palantir USA Data 
integra-
tion-
based

Integrates 
datasets to 
aid inves-
tigations 
and provide 
insights for 
complex 
cases.

Enhances 
decision-mak-
ing with com-
prehensive 
data analysis; 
highly ef-
ficient in solv-
ing complex 
cases.

Used by the 
Salt Lake City 
Police De-
partment for 
advanced inves-
tigations.

Strategic 
Subject List 
(SSL)

USA Person-
based

Identifies 
individuals 
at risk of 
committing 
or being 
victims 
of violent 
crimes using 
AI models.

Effective 
in prevent-
ing targeted 
crimes; reduc-
es recidivism 
through early 
intervention.

Adopted by 
the Chicago 
Police Depart-
ment for 
predictive risk 
assessments.

Beware USA Person-
based

Analyses 
social media, 
public 
records, and 
other data 
to assess 
risk levels of 
individuals.

Helps officers 
prioritise 
responses; 
effective in 
mitigating 
threats before 
escalation.

Used by the 
Fresno Police 
Department 
for real-time 
risk assess-
ment.

Domain 
Awareness 
System

USA Loca-
tion-
based

Integrates 
surveillance 
data for real-
time crime 
monitor-
ing and 
situational 
awareness.

Improves 
response time 
and situ-
ational analy-
sis; highly 
efficient for 
large-scale 
urban opera-
tions.

Used by 
NYPD for 
comprehensive 
crime monitor-
ing and threat 
detection.
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Tool Coun-
try

Type Applica-
tion

Efficiency Use Case/
Adoption

COPLINK USA Hybrid 
(Loca-
tion & 
Person-
based)

Combines 
crime data 
to assist 
in inves-
tigations 
and share 
information 
among agen-
cies.

Increases effi-
ciency in data 
sharing and 
crime solving; 
effective for 
inter-agency 
collaboration.

Widely adopt-
ed by U.S. law 
enforcement 
for streamlined 
investigations.

PRECOBS Ger-
many

Loca-
tion-
based

Predicts fu-
ture crimes 
by analysing 
patterns in 
geographic 
areas.

Reduces re-
sponse times 
and improves 
crime preven-
tion; efficient 
in areas with 
recurring 
crime trends.

Used by police 
departments 
in Germany 
for predictive 
policing and 
resource opti-
misation.

(Source: Author’s Compilation from various articles, News Papers and Published 
reports)

Analysis of Major AI Tools by Thematic Application

Crime Investigation and Analysis: These tools assist in processing evidence 
and identifying suspects.
•	 Face Recognition Technology (FRT)

Facial Recognition Technology (FRT) is a significant application developed 
with support from the Indian government to assist police officers in 
identifying criminals, locating missing people, and enhancing society’s 
security. This technique depends on finding commonalities among people’s 
faces when compared to faces recorded in databases from surveillance 
facilities such as CCTV surveillance and drones. Examples may be the 
Smile Organisation, which has recently been launched, and the NASRS 
system, which is used to search for lost children and solve crimes.
One such example is the programme for First Rail Transit (FRT) named 
Digi-Yatra, where security measures have been put in place by using 
biometric identification of passengers and biometric information collected 
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at stations and airports for the benefit. These applications clarify that FRT 
can enhance policing and security in today’s state.

•	  Crime Scene Analysis.
AI helps analyse evidence from crime scenes, like fingerprints, to ensure the 
suspect is identified quickly and accurately. Such tools can automate the 
process of investigation, which will improve the outcomes of crimes like 
theft and robbery. People tend to be more effective in handling cases with 
the help of AI because there has been an increase in the efficacy of proof 
analysis.

•	 Data Integration (Palantir and COPLINK).
Application of Plantir: Helping police manage data that can be used for 
investigations. It synthesises disparate datasets to derive actionable insights 
for law enforcement. Agencies like the Salt Lake City Police Department 
use this tool.
A combined tool that mixes data about places and people to help solve 
crimes. It allows officers to access and analyse crime data efficiently. Law 
enforcement agencies widely adopt this tool.

•	 Transcription.
The AI typing aids have the potential to significantly enhance the efficiency 
of transcribers by helping with the conversion of oral dialogue of films and 
other sources into written text, and this makes police work easier. This 
equipment reduces writing by hand, allows officers to spend more time on 
the core investigation, and ensures that accurate information is recorded.

Strategic Deployment and Crime Prevention: These tools use data to forecast 
crime and allocate resources.
•	 Predictive Policing.

Predictive policing uses AI or machine learning algorithms that can study 
past criminal activities and then predict where future criminal activities will 
occur to help police authorities prevent future crimes from taking place. 
These real-life examples include using CMAPS to predict and analyse crime 
in three Delhi, Gurugram, and Kolkata policing units. For this example, the 
ways that police departments with limited resources can assemble the most 
necessary personnel to keep crime under control and reduce crime levels 
are explained as the way this solution has improved public safety in specific 
contexts.
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•	 PredPol.
It employs AI to predict crimes, the types, the timings, and the whereabouts. 
It uses past crime data to help direct police patrols effectively. This tool is 
currently being used by the Los Angeles Police Department (LAPD) and 
other agencies.

•	 HunchLab.
Application of HunchLab: Learned from existing data to detect patterns 
in crime and propose changes to prevent them. It gives officers actionable 
insight to help them deal with crimes. The Philadelphia Police Department 
has deployed this tool.

•	 PRECOBS.
It uses past crime data to guess where future crimes might happen. It 
categorises geographic areas based on crime likelihood. This tool is currently 
used by police departments in Germany.

Performance Management and Resource Allocation: These systems provide a 
high-level view for police management.
•	 CompStat.

Application of CompStat: Any form of information regarding crime is 
managed through analysis to create categories. This assistance benefits the 
various police agencies in responding to crimes in an organised manner by 
allocating resources based on the geographical pattern of crimes. This tool 
is currently being used by the New York Police Department (NYPD).

•	 Domain Awareness System.
Application: Integrates location-based and surveillance data to provide real-
time crime analysis. It combines multiple data streams for comprehensive 
crime monitoring. This tool is currently used by the New York Police 
Department (NYPD).

Judicial Processes and Risk Assessment: AI is also used to assess individuals 
within the justice system.
•	 Strategic Subject List (SSL).

A simple location-finding system that tells us who might be involved in 
violent acts. It uses predictive algorithms to assess risk levels. This tool is 
currently being used by the Chicago Police Department (CPD).

•	 Beware.
 A person-based tool that looks at how involved a person is in social media, 
other people’s pages, and different information places to figure out how 
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risky someone is. The Fresno Police Department is currently using this tool.
•	 Pre-Trial Release and Parole.

AI constructs assess the hazards involved when determining the liberation 
of suspects or approval of reprieve by inspecting expansive collections of 
datasets, such as archives of criminal records and descriptors of malefactors. 
The Wisconsin Data Collaborative (WDC) in the U.S. assesses security 
levels to ascertain appropriate parole eligibility and length, guaranteeing 
informed decisions and lowering recidivism rates.

•	 Sentencing Analytics.
In most cases, a typographical system reads old accounts of dissimilar 
crimes and suggests the punishment for the accused. The system, also called 
sentencing analysis, helps ensure that the judges render decisions equally 
and fairly by providing information supporting the judges in the sentencing 
process.

AI Tools in Policing: A Comparative Overview

More focus on face recognition (NASRS, Digi-Yatra) and 
mapping crime hotspots (CMAPS). Integration into 
national databases (e.g., NCRB) should facilitate efficiency, 

yet, we now have predictive tools on par with the United States and Germany, 
with little uptake of predictive tools for real-time risk assessment or advanced data 
integration. The objective of applying predictive policing and real-time monitoring 
tools (PredPol, PRECOBS, Domain Awareness System—is an achievable aim, 
and advanced technologies (Palantir, COPLINK) offer significant interoperability 
between otherwise isolated data streams and investigative resources/usage for 
facilitating data-driven decisioning regarding policing. There’s also an increasing 
focus on risk assessment (SSL, Beware) and crime prevention–in other words, 
proactive safety. Efficacy Context Comparison - Indian tools have been the most 
efficacious in the context of large-scale intervention (i.e. Missing persons, airport 
managed areas), yet even these tools have not prioritised predictive and real-time 
use cases. Tools piloted in the western world are entirely frictionless to leverage 
resource optimisation/utilisation, contextually valuable predictive events, 
and cross-agency shared spaces to deliver modern policing embraced without 
question.
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Cross-Domain AI Applications for Policing

The law enforcement space could also borrow AI models from unrelated 
fields. For example, AI has enjoyed massive success in healthcare imaging where 
hospitals collaborate to train algorithms to identify a tissue anomaly and/or 
malignant tumor in fibers/X-ray/MRI with high precision. The same idea might 
be applied to forensics. That is, AI could be trained to analyse complex crime 
scene data, identify patterns in ballistic reports at a minute scale, or uncover 
correlations in forensic evidence that human investigators could miss, thereby 
increasing the pace and accuracy of crime investigation.

Challenges And Solutions For Ai In Policing In India

Adoption of predictive tools like PredPol or PRECOBS to enhance 
crime prevention capability is required. Invest in tools like COPLINK for better 
inter-agency data sharing and collaboration. Train and upskill law enforcement 
personnel to maximise the utilisation of AI tools across varied applications.

“One Nation: One Tool” comes in the context of “One Nation: One 
Subscription” and “One Nation: One Election,” where objectives are set to 
consolidate and rationalise tools and systems within a country. Concerning the 
use of the police, this means that the idea seeks to eliminate the disparities in 
terms of police equipment possessed by the police departments in different states 
in India and ensures that all police stations across the country have the same 
complement of hi-tech devices for crime detection, investigation and prevention. 
The adoption of such a model could enhance the efficiency of police operations 
considerably. However, its implementation requires addressing the issues it raises.

Sharing of Resources for a Unified Approach

The main disadvantage of using this approach, “One Nation: One Tool”, 
is creating a single set of tools that all police forces use. With this development, 
every law enforcement agency will be able to carry out operations uniformly, 
potentially diminishing disparities between both rural and urban law enforcement 
agencies while seeking to improve greater interagency collaboration among police 
agencies at the state and national level. More importantly, if central government 
owns the resources used by each police agency such as the crime mapping systems, 
automated fingerprint identification systems, predictive policing tools, etc. all 
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police agencies could seamlessly share information and collaborate together, 
regardless of jurisdiction.

Centralised ownership of tools and technologies could lead to an enhanced 
sense of collaboration regarding national security. Specifically, if new authorities 
develop in law enforcement capabilities, and the new agency participates as a 
police agency within the national security umbrella, it would allow responders to 
respond efficiently and comprehensively to any rising threats such as cybercrime 
terrorism, etc. A consistent set of tools may also assist agencies in training their 
officers since all officers would be using the same technology, and the learning 
curve could be shorter while assisting police agencies with a systematic way to 
operate throughout the nation uniformity.

Nonetheless, upon a thorough evaluation of the “One Nation: One 
Tool” idea, numerous criticisms emerged. Even within the Indian context, the 
policing eco-system is extremely heterogeneous and multi-layered, with policing 
itself being a state subject. Crimes, for example, differ significantly, ranging from 
urban cybercrime in metropolitan centers to the management of internal security 
and the border in the North-East Region (NER). Therefore, a single, national 
tool that is centralised may not be agile enough to deal with the socio-political 
and geographic distinctiveness of policing matters related to the NER, which 
sustains its own internal security and border threat structures independent of 
issues in the heartland. This raises the question of whether “one size fits all” is a 
feasible or advantageous position.

Lack of Expertise and Skills

Perhaps the most significant factor against implementing “One Nation: 
One Tool” is the absence of expertise and technical know-how in police personnel 
to enable them to use those sophisticated tools. While several law enforcement 
agencies in India have begun to embrace technology in their operations, there is 
still a vast gulf between the desired level of skills needed to operate these tools 
effectively. 

Some police officers in rural areas, particularly underprivileged areas, 
may not have had appropriate training to operate complex AI systems, forensic 
tools, or data analytics platforms. If these tools are being used without some 
training, then perhaps this training could not have been as practical as it should 
or possibly even cause these tools to be used ineffectively. For instance, using 
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facial recognition systems as surveillance could lead to unlawful detention whilst 
using predictive policing. It may realise that data from such systems are irrelevant, 
hence ineffective crime prevention. Thus, such a gap has to be closed in order to 
make use of the available tools efficiently.

Addressing the Skills Gap

The problem should be tackled by making a strong point towards 
developing more power in the police force. Such programmes are designed to 
encompass all the forms of professional development that can be applied to 
officers from the beginning level up to the chief officers. They should encompass 
both the theoretical and practical aspects, as well as the ethical implications and 
consequences that come with advanced technologies.

Another possibility is to cooperate with technology companies as it 
would be possible to host workshops in real-time scenarios, provide more help, 
and enhance the user experience. Introducing recruits in the police academy 
and using technology training will help build new professionals in the future of 
policing.

Reducing Procurement Time

Analogously, a serious problem with the availability of such tools within 
this country is the time taken to purchase these tools from the marketplace. There 
are several challenges in how the use of such technologies by the authorities in 
law enforcement can be realised within the timeframe set forth, and at the same 
time, there is a process to follow, and lots of confusion is one of the common 
issues in the process. While for instances when an adequate and urgent link to 
such resources is crucial to the efficiency of policing, an extended delay could 
have adverse effects on the flow of processes. 

This means the administration should look for ways to make ordering 
tools faster to reach the police departments without delaying the time needed to 
receive them. Here is the list of possibilities: developing the central procurement 
system, streamlining legislation, and creating a list of vendors subject to police 
department procedures will make it possible. Pre-approved contracts and bulk 
procurements could go a long way in speeding things up and going a long way 
toward saving costs.
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Regional Focus: AI Applications and Initiatives in North-
Eastern India

A critical analysis of AI in Indian policing requires moving beyond a 
general national framework to address the unique demographic, geographic, 
and security landscapes of specific regions. The North-Eastern Region (NER), 
with its linguistic diversity, international borders, and distinct environmental 
and security challenges, provides a key case study. Recent initiatives show a clear 
trend toward adopting tailored AI solutions.

State-Level AI Initiatives in Surveillance and Governance

The following table summarises the specific, recently announced AI-
driven tools and initiatives across the North-Eastern states:

Table 2: Specific AI Tools and Initiatives in North-Eastern India

Tool / 
Initiative

State Type Application Efficiency / Use 
Case

AI-Enabled 
CCTV

Arunachal 
Pradesh

Location-
based / 
Biometric

Deployed at state 
border check gates 
to monitor move-
ment and detect 
unauthorised 
persons/items.

Enhances public 
safety and secu-
rity by enabling 
advanced video 
surveillance at 
critical entry 
points.

AI Cyber 
Surveillance 
Lab

Assam Data-In-
tegration 
/ Forensic

Proposed to 
combat deepfake 
threats, enhance 
digital forensics, 
and conduct online 
threat detection.

Aims to posi-
tion the state 
as a leader 
in AI-driven 
cybercrime 
prevention 
and strengthen 
cybersecurity.
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Tool / 
Initiative

State Type Application Efficiency / Use 
Case

AI-Driven 
Traffic 
Mgmt

Sikkim Location-
based / 
Auto-
mated

Automatically 
detects traffic viola-
tions (speeding, 
wrong lane) and 
verifies vehicle 
documents.

Modernises 
traffic regulation 
and enhances 
road safety on 
congested, nar-
row, and chal-
lenging roads.

TrailGuard 
AI

Assam Sensor / 
Biometric

AI-powered 
cameras in wild-
life corridors 
detect poachers in 
real-time and alert 
police/rangers.

Provides rapid 
alerts (30-40 
secs) to stop 
poaching before 
it happens; sim-
ilar deployments 
cut poaching by 
80%.

BHASHI-
NI (Police 
use)

Mizoram NLP / 
Voice

Adopted to create 
multilingual AI 
models for citizen-
police interaction 
and emergency 
services in local 
languages.

Removes lan-
guage barriers, 
making emer-
gency services 
and digi-
tal governance 
accessible to all 
citizens.

AI-Based 
Control 
Rooms

Tripura Data-In-
tegration

Announced to inte-
grate smart CCTV, 
drone feeds, and 
other data for cen-
tralised monitoring 
and command.

Intended to 
strengthen the 
police force and 
improve overall 
law and order at 
district and state 
levels.
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Tool / 
Initiative

State Type Application Efficiency / Use 
Case

CCTNS Nagaland Foun-
dational 
Database

Active implementa-
tion of the national 
database system.

Creates the es-
sential, inte-
grated digital 
records required 
for any future 
AI application 
like predictive 
policing.

ICCC 
(Smart 
City)

Meghalaya Foun-
dational 
Infra-
structure

Installation of 
CCTV across 47 
localities in Shil-
long, reporting to 
an Integrated Com-
mand and Control 
Centre.

Provides the 
core infrastruc-
ture for future 
AI-driven ana-
lytics like crowd 
management 
and anomaly 
detection.

(Source: Author’s Compilation from recent state government announcements 
and reports)

Several states in the NER have announced or begun implementing 
specific AI-powered systems:
•	 Urban and Border Surveillance:

	¾ Arunachal Pradesh: The state government is installing AI-enabled 
CCTV cameras across all towns and cities, with a specific focus on all 
22 interstate check gates along the borders with Assam and Nagaland to 
prevent the movement of “unwanted elements”.

	¾ Tripura: The government has announced plans to integrate AI-based 
control rooms, drone technology, and smart CCTVs at both district and 
state levels to improve law and order.

	¾ Meghalaya: As part of the Shillong Smart City project, a comprehensive 
CCTV surveillance system is being installed across 47 localities, all 
reporting to a central Integrated Command and Control Centre (ICCC), 
which provides the foundation for future AI analytics.

•	 Traffic Management:
	¾ Sikkim: The state has launched an AI-driven traffic management system 
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to modernise regulation on its congested and narrow road networks. The 
system automatically detects violations like speeding and verifies vehicle 
documentation, issuing e-challans.

•	 Cybersecurity and Foundational Data:
	¾ Assam: The state police have proposed “India’s first AI-based lab for 

cyber surveillance” specifically to combat deepfake threats and enhance 
digital forensics. Furthermore, Assam is developing state-specific AI 
datasets in Assamese and other local languages, a crucial step for building 
tailored AI governance tools.

	¾ Mizoram: The state has partnered with the national BHASHINI 
initiative, an AI-powered language translation platform. This project 
aims to train AI models in Mizo and other regional languages, enabling 
citizens to interact with emergency and digital services in their native 
tongue.

	¾ Nagaland: The Nagaland Police are actively implementing the Crime 
and Criminal Tracking Network & Systems (CCTNS). This is a critical 
foundational step, as it creates the integrated digital database necessary 
for any future AI-driven applications like predictive policing.

AI for Region-Specific Security Challenges

Beyond general governance, AI tools are being applied to the NER’s most 
pressing security issues: counter-insurgency, border management, and trafficking.
•	 Counter-Insurgency and Threat Analysis: AI is used by national and state 

agencies for predictive threat assessment by modeling human behaviour 
and analysing vast datasets. This includes social media monitoring using 
NLP to detect radicalisation and map insurgent influence networks, as well 
as financial tracking to identify and disrupt funding for illicit activities.

•	 Border Management and Transnational Crime:
	¾ Smart Surveillance: New tools like “AI Smart Fences” integrate AI with 

thermal, motion, and acoustic sensors for automated intrusion detection. 
AI-powered satellite imagery analysis is also used to automatically detect 
changes in sensitive border zones, such as new construction or vehicle 
movement.

	¾ Countering Human Trafficking: AI is highly effective in combating 
trafficking, a major issue in the region. It allows police to analyse large, 
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disconnected datasets (like social media, financial transactions, and 
online ads) to identify trafficking patterns and networks.

AI in Disaster and Environmental Security

This demonstrates AI’s application beyond conventional crime, which is 
vital for the disaster-prone and ecologically sensitive NER.
•	 Disaster Response: An “AI-powered chatbot for critical disaster warning” 

is in development to provide real-time, multilingual assistance to police, 
first responders, and citizens during floods or landslides. This is augmented 
by AI-powered drones that can be used for rapid damage assessment and 
locating survivors with thermal imaging.

•	 Combating Environmental Crime (Assam):
	¾ Anti-Poaching: Tools like TrailGuard AI are deployed in wildlife 

corridors. These cameras use AI to distinguish between humans and 
animals, sending real-time alerts to police and forest rangers when a 
poacher is detected. The HAWK app further helps officers log wildlife 
crimes with GPS data to identify poaching hotspots.

	¾ Deforestation Monitoring: The Assam government uses an AI and 
satellite-based system to monitor forests in real-time, instantly alerting 
authorities to illegal deforestation.

An Amended Path Forward: Recommendations for a Just 
and Effective AI Integration

For AI integration into Indian policing to further justice and democracy, 
an ethically broad approach needs to be developed. First, an appropriate legal 
and ethical framework must be built through consultation with legal scholars, 
technologists, human rights organisations, and the community. All AI must be 
independently audited for bias and accuracy - algorithms must be transparent 
enough to permit accountability (without sacrificing security). Citizens must be 
afforded privacy to their data as a basic human right, with strict limits on how 
and when data about citizens may be used and stored. AI should support, not 
replace, community-based policing, reestablishing trust and relationships in the 
community. Finally, there should be proactive strategies for de-biasing (such as 
representation of the group on which AI is trained) and for accountability through 
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social impact evaluations. As India shifts its policy towards “AI for Atma Rakshit 
Bharat,” India has a valuable opportunity to learn about police technology from 
other countries in order to develop a policing model that effectively incorporates 
technology while upholding justice, equity, and citizen protection.

Conclusion

The “One Nation-One Tool” initiative has the potential to improve 
the effectiveness and efficiency of policing in India immensely. The government 
attempts to issue a uniform implementation of tools by the police across the 
country to ensure a synergistic and uniform application in crime prevention 
and national security. To succeed with this initiative, however, the government 
must address the lack of expertise and skills among police personnel and effect 
a procurement process that cuts through all the bureaucratic hurdles for the 
timely delivery of the required tools. Focus should be given to developing AI 
and Policing tools in India only. This can be successfully achieved with the help 
of a Hackathon and supporting early startups in Proof of Concepts. Further, 
University- Law Enforcement interaction can also play an important role in 
solving the current problems. Upon overcoming these barriers, India can establish 
a stronger and more technologically superior police force capable of coping with 
modern-day policing challenges.
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