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Abstract

The rapid proliferation of unmanned aerial vebicles (UAVs) is redefining the
character of modern warfare, shaping both tactical engagements and strategic
doctrines. Once limited to surveillance and reconnaissance, drones have evolved into
decisive tools for precision strikes, logistics, and electronic warfare. Their accessibility
to both state and non-state actors disrupts traditional power asymmetries, lowers the
threshold of conflict, and complicates deterrence frameworks. At the same time, the
growing vulnerability of ground forces, infrastructure, and conventional air assets has
accelerated the development of counter-drone measures, including layered air defences,
electronic warfare, directed-energy systems, and swarm-disruption technologies.
The interplay between drone proliferation and counter-drone innovation highlights
an emerging doctrinal race, where adaptability and resilience rival technological
superiority in importance. This paper argues that the rise of drones and counter-drone
strategies represents not merely a tactical adjustment but a fundamental strategic
transformation, making mastery of this domain essential to national security in the
twenty-first century.
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Introduction

n military history, a single weapons system can become emblematic

of an entire age of warfare. Unmanned Aerial Vehicles (UAVs),

commonly known as “Drones’, can be put in that category. The rise
of drones has significantly transformed modern warfare, revolutionising military
strategies and operations.! UA V5, technically defined as aircraft systems without
onboard pilots, integrate avionics, propulsion, communications, and mission-specific
payloads such as sensors, electronic warfare modules, or loitering munitions. Initially
developed for Intelligence, Surveillance, and Reconnaissance (ISR), they now
conduct precision strikes, electronic warfare, and logistics missions in contested
environments. Evolving from counterterrorism and counter-insurgency
applications, they have become integral to full-scale conventional combat and
modern military doctrines.> Contemporary conflicts increasingly demonstrate
that drones are reshaping the tactical and operational dimensions of warfare
and may also influence the broader distribution of power in the international
system. Since the early 1990s, their role in warfare has been growing dramatically,
and halting “the spread of drone technology will prove impossible, as drones are
highly capable weapons that are easy to produce.” This makes it really dangerous,
as the Stimson Centre’s Task Force on drones maintains, “there is reason to fear
a rapid and uncontrolled proliferation.”® The wars in Iraq, Afghanistan, Syria,
Ukraine, and most recently during Operation Sindoor, alongside the activities
of groups such as the Taliban, Hezbollah, the Houthis, and the Islamic State
(ISIS), highlight the speed with which UAVs have shifted from niche assets of

major militaries to widely available tools employed by both states and non-state

1 Jonathan Marcus, Combat Drones: We Are in a New Era of Warfare—Here’s Why, BBC News,
January 21, 2022. Accessed on 21. 06. 2025, https://www.bbc.com/news/world-60047328.

2 Lt Col Narendra Tripathi, Drone Warfare: An Unconventional Strategic Leap, Raksha Anirveda,
July 17, 2025. https://raksha-anirveda.com/drone-warfare-an-unconventional-strategic-
leap/?stsltid=AfmBOoqm]BJ9E-w_iHJP3TaViexU2X1C_21v5bDe7A_f02jAb5tEcFAb_.

3 Stimson Center, Recommendations from the Stimson Task Force on U.S. Drone Policy, 2014.



DRONE WARFARE AND COUNTER-DRONE STRATEGIES 23

actors. The ubiquitous drone is rapidly becoming the weapon of choice, serving
as a force multiplier to achieve strategic objectives.*

Why drones matter is evident in three dimensions. First, Low-cost
drones provide a significant cost advantage in modern warfare. Unlike traditional
weapons, they do not demand a strong industrial base, heavy budgets, or extensive
manpower. Their affordability and accessibility enable both states and non-state
actors to project power, disrupt adversaries, and achieve strategic impact at
minimal expense.” Second, asymmetric warfare tool: non-state actors, as well as
smaller, weaker states, are increasingly learning and replicating the use of drones
as asymmetric warfare tools that can effectively challenge technologically superior
state militaries. These actors exploit vulnerabilities in conventional defences to
harass and damage stronger adversaries. For instance, the Houthis in Yemen
employed drones to attack oil fields and refineries in Saudi Arabia, illustrating
how low-cost drones can achieve high-impact outcomes.® Third, drones enhance
ISR capabilities: drones provide continuous coverage of high-risk or denied areas,
improve situational awareness, and enhance targeting accuracy, thereby reshaping
decision-making cycles in modern conflicts.”

The rapid evolution of drone platforms has transformed them from
simple reconnaissance tools into multi-role, mission-critical systems capable
of executing complex operations across land, sea, and air. Today’s drones are
modular, scalable, and central to modern military strategy. Ranging from hand-
launched nano drones for urban surveillance to large HALE (High Altitude Long
Endurance) systems that loiter for over 40 hours, drones now offer persistent
ISR and precision strike capabilities.® A key enabler of this transformation is AI-

4 Pushan Das, How Drones Are the New Face of Warfare, The Hindu, June 10, 2025. Accessed
on 11. 06. 2025, https://www.thehindu.com/news/national/how-drones-are-the-new-face-of-
warfare/article69674623.ece.

5  Hammad Waleed, Cost-Effective Chaos: The Strategic Edge of Low-Cost Drones and the
Future of Military Strategy, South Asian Voices (SVI), October 1, 2024, https://thesvi.org/cost-
effective-chaos-the-strategic-edge-of-low-cost-drones-and-the-future-of-military-strategy/

6  Yannick Veilleux-Lepage and Emil Archambault, A Comparative Study of Non-State Violent
Drone Use in the Middle East. The International Centre for Counter-Terrorism (ICCT), 2022.

7 Ashminder Singh Bahal, UAVs and Air Power: Role of UAVs in Future Warfare, Journal of
Defence Studies, 17, no. 4 (October—December 2023), p 108.

8 Lt Col Narendra Tripathi, Drone Warfare: An Unconventional Strategic Leap, Raksha Anirveda,
July 17, 2025. https://raksha-anirveda.com/drone-warfare-an-unconventional-strategic-
leap/?stsltid=AfmBOoqm]JBJ9E-w_iHJP3TaVexU2X1C_21v5bDe7A_f02jAb5tEcFAb_.
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driven autonomy, which will enable functions such as air-to-ground targeting,
aerial combat, and greater speed, manoeuvrability, endurance, and payload
capacity. With improved sensors, weapons, computation, and software, drones
will likely execute automatic target engagement, enforce Anti-Access/Area
Denial (A2AD), sanitise contested airspace, enforce no-fly zones, and operate
in teamed missions with manned platforms. In addition, they are expected to
provide armed cover for surface operations, making them central to future multi-
domain warfare.’

Despite this proliferation and widespread recognition of drones as a
disruptive technology, a research gap remains. Much of the existing literature
focuses on drones in a tactical or operational sense — their effectiveness in
specific battles, their legality under international law, or their ethical implications
for targeted killings.”® While valuable, these perspectives often overlook the
broader doctrinal and strategic shifts emerging from drone warfare. There
is limited systematic analysis of how doctrines — the guiding principles for
organising, planning, and employing military power — are evolving to integrate
drones and counter-drone measures. In particular, how states conceptualise the
offensive use of drones alongside the defensive requirements of counter-drone
systems remains underexplored.

This paper seeks to address that gap by asking two research questions:

1. How is drone warfare reshaping future military doctrines?

2. What counter-drone strategies are emerging in response to the

rapid diffusion of UA Vs in conflict?

Answering these questions requires looking beyond the tactical use of
drones to examine doctrinal trends. Drones are not only altering how battles are
fought, but also how militaries design force structures, prioritise procurement,
and plan for future wars. Doctrinal debates now include the integration of drones
into airpower theory, the development of swarm tactics, and the need to revise
air defence strategies for UAV-centric threats.!! At the same time, counter-drone

strategies - ranging from radio frequency jamming, signal interception, net-based

9  Atul Pant, Aerial Drones in Future Wars: A Conceptual Perspective, IDSA Occasional Paper,
No. 57. New Delhi: Manohar Parrikar Institute for Defence Studies and Analyses, 2020.

10  Michael J. Boyle, The Legal and Ethical Implications of Drone Warfare, International Affairs 91,
no.1(2015): p 128.

11  Andrew Mumford, Airpower and the Rise of Unmanned Aerial Systems, Journal of Strategic
Studies 45, no. 6 (2022), p 998.
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capture, or even kinetic methods - are beginning to shape new doctrines of
layered defence and multi-domain integration.'?

In sum, this research situates drone warfare within both classical and
contemporary strategic thought, demonstrating how the dialectic of drone and
counter-drone strategies is generating new doctrines that will define the future
of armed conflict. By analysing historical evolution, operational patterns, and
strategic implications, the paper contributes to the broader debate on how

emerging technologies reshape the theory and practice of war.

Historical Background of UAVs in Warfare

The emergence and widespread adoption of drones have dramatically
altered the landscape of modern conflict, pushed the boundaries of warfare, and
created new complexities for international security. The concept of drones dates
back to the early 20th century, but it was not until the Cold War era that the
first operational UAVs were developed. Early drones during World War I and
IT were primarily used for target practice for anti-aircraft gunnery.” However,
the Cold War brought about a significant leap forward in drone technology as
nations focused on intelligence gathering and reconnaissance. The Vietnam War
saw drones being used for real missions. The U.S. military used early drones,
such as the Ryan Firebee, to spy on enemy positions. These first generations
(1970s—1990s) of the UAV were equipped with cameras and radio sensors to
capture crucial data, allowing military commanders to gather intelligence without
exposing personnel to risk."* The second generation (1990s—2010s) marked the
rise of armed drones, and the development of more sophisticated drones led to
a major shift in the role of UAVs in warfare. The U.S. MQ-1 Predator and later
the MQ-9 Reaper, marked a significant milestone in drone evolution. Initially
designed for reconnaissance, they were now equipped with precision-guided

missiles, allowing them to conduct targeted strikes on enemy personnel and

12 Benjamin Freeman, Counter-Drone Systems: Emerging Technologies and Doctrines, Defense &

Security Analysis 37, no. 2 (2021),p 149.

13 Vasile Prisacariu, The History and the Evolution of UAVs from the Beginning till the 70s, Air
Force Academy, Brasov, Romania, 2017. Accessed on 03.07.2025, https://www.researchgate.net/
publication/371439698_The_history_and_the_evolution_of_UAVs_from_the_beginning_
till_the_70s.

14 Armed Drones: Evolution as a Counterterrorism Tool, Congressional Research Service, November
7,2023.Accessed on 12.07.2025, https://www.congress.gov/crs-product/IF12342
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infrastructure. > Now, drone technology has steadily expanded in both scope
and geography. The United States and its allies integrated armed drones into
counterterrorism campaigns across Afghanistan, Iraq, and Pakistan, where
UAVs became synonymous with targeted killing and persistent surveillance
services.'® The third generation (2010s—present) marked the mass diffusion of
UAVs, fundamentally transforming modern battlefields. Countries such as Israel,
Turkey, China, and Iran advanced indigenous drone programs, expanding both
platform diversity and accessibility. With the low cost and wide dissemination
of knowledge, software, and hardware, barriers to entry were drastically reduced.
As a result, UAVs spread well beyond major powers, becoming integral to the
arsenals of middle-tier states and non-state actors alike.!”

The Nagorno-Karabakh war (2020) between Armenia and Azerbaijan
marked a major milestone in drone warfare. Azerbaijani forces, employing
Turkish Bayraktar TB2 and Israeli Harop drones, decisively shaped the conflict
by neutralising Armenian armour and artillery. '* Widely regarded as the first
war where drones determined outcomes at the operational level, it demonstrated
their transformative potential. ' These developments illustrate the doctrinal
assimilation of drones: evolving from auxiliary support tools in the Gulf War
to central counterterrorism instruments in the Middle East, and ultimately to
decisive combat systems in interstate conflicts, fundamentally reshaping modern

warfare dynamics.

Strategic Theories and Doctrinal Insights

The evolution of drone warfare can also be situated within classical

strategic theory. Carl von Clausewitzs conception of war as the “continuation

15 The History of Defence Drones: How Unmanned Systems Changed Modern Warfare, Aebocode,
2025. Accessed on 23.08.2025, https://www.aebocode.com/blogs/defence-drones/.

16  Armed Drones: Evolution as a Counterterrorism Tool, Congressional Research Service, November
7,2023.Accessed on 12.07.2025, https://www.congress.gov/crs-product/IF12342

17 Andrea Gilli and Mauro Gilli, The Diffusion of Drone Warfare? Industrial, Organizational and
Infrastructural Constraints: Military Innovations and the Ecosystem Challenge, Security Studies

24,no0.3 (2015), p 539.

18 Zachary Kallenborn, The Era of Drone Swarms Is Coming, and We Need to Be Ready, Bulletin
of the Atomic Scientists 76, no. 5 (2020),p 250.

19  Benjamin Freeman, Counter-Drone Systems: Emerging Technologies and Doctrines, Defense &
Security Analysis 37, no. 2 (2021),p 151.
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of politics by other means” emphasises adaptation to technological and social

changes.®

Each technological revolution — gunpowder, mechanisation,
nuclear weapons — required doctrinal rethinking. Drones represent another
such inflexion point, compelling militaries to reconsider principles of force
employment, deterrence, and escalation. Mahan, writing in the late nineteenth
century, argued that command of the sea was the basis of national greatness.”

Maritime supremacy allowed states to secure trade routes, project
power, and deny adversaries access to the global commons. His “sea control”
and “sea denial” strategies shaped naval doctrine for decades, grounding the
idea that dominance over a shared medium was decisive for war and peace.””
Drone warfare is increasingly about controlling “aerial lanes” of communication
and surveillance. Swarms and persistent UAV presence create aerial blockades,
denying adversaries freedom of movement on land, much as naval power denies
access to the seas. Thus, drones serve as instruments of both power projection
and denial, blurring the boundaries between offensive and defensive strategies.

Mitchell, writing a generation later, transposed this logic to the skies. In
Winged Defence he declared that “he who holds supremacy of the air holds the
decision of modern war.” Drones extend this logic by offering persistent, low-
risk strike options against infrastructure and command nodes. Unlike manned
aircraft, drones reduce political costs—losses do not translate into human
casualties, making states more willing to employ airpower aggressively. Air
superiority, like sea power, was not simply auxiliary to land or naval operations
but a prerequisite for their success.?*

Drones illustrate both continuity and change in strategic thought,
reflecting Douhet’s airpower ideals, Mahan’s control of strategic commons, and
Clausewitz’s friction, while introducing attritable and autonomous warfare. The
emerging ‘drone commons’—a contested domain of UAVs, counter-UAVs, and

Al swarms—reshapes battlefields, demanding technological innovation and

20 Carl von Clausewitz, On War. Edited and translated by Michael Howard and Peter Paret.
Indexed edition. Princeton: Princeton University Press, 1984, p. 89.

21  Alfred Thayer Mahan, The Influence of Sea Power upon History, 1660—1783. Boston: Little,
Brown, 1890. Reprint, Mineola, NY: Dover, 1987.

22 Geoflrey Till, Seapower: A Guide for the Twenty-First Century. London: Routledge, 2013.

23 William Mitchell, Winged Defense: The Development and Possibilities of Modern Air Power—
Economic and Military. New York: Putnam, 1925. Reprint, Mineola, N'Y: Dover, 2009.

24 Phillip S. Meilinger, Airwar: Theory and Practice. London: Routledge, 2001.
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> extending classical theories into twenty-first-century

warfare.

Current Debates in Drone Warfare

» Drones as a “Great Equaliser”: Scholars frequently highlight how
drones have democratised access to airpower, making capabilities
once reserved for major powers available to a wider range of states
and non-state actors. Traditionally, air superiority was the preserve
of technologically advanced militaries with expensive fighter jets and
logistics networks.”® Drones, however, provide weaker states and even
non-state actors with affordable access to aerial capabilities. Groups like
ISIS, Hezbollah, and the Houthis have demonstrated how commercially
available drones can be weaponised to challenge stronger adversaries.””
This phenomenon is often described as the “great equaliser” effect, as

drones reduce barriers to entry in the air domain.*®

» Reduced Risk to Personnel: One of the primary advantages of drones
is that they reduce the risks faced by human soldiers. Drones can be
deployed in high-risk environments without putting pilots or military
personnel in harm’s way. This has led to an increased reliance on UAVs
in military operations, particularly for tasks that would traditionally
involve manned aircraft or ground operations in hostile territory. *
However, this detachment can contribute to an erosion of accountability

for actions taken on the battlefield.

» Counter-Drone Challenges and Cost Asymmetry: While drones

are relatively cheap, countering them is disproportionately expensive,

25

26

27

28

29

Michael J. Boyle, The Drone Age: How Drone Technology Will Change War and Peace. Oxford:
Oxford University Press, 2020.

Kerry Chévez and Ori Swed, Small Drones for Big Militaries: The Way Ahead, War Room, U.S.
Army War College, August 15, 2024.

Colin Clarke and Tristan de Castella. Iranian Drones in Yemen: A Case of Asymmetric Warfare,

Middle East Policy 27, no. 4 (2020): 64-79.

Andrea Gilli and Mauro Gilli.“The Diffusion of Drone Warfare: Industrial, Organizational, and
Doctrinal Constraints.” Security Studies 28, no. 4 (2019),p 689.

Armed Drones: Evolution as a Counterterrorism Tool, Congressional Research Service, November
7,2023.Accessed on 12.07.2025, https://www.congress.gov/crs-product/IF12342
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A drone costing a few thousand dollars may require a multi-million-
dollar surface-to-air missile to neutralise.” This cost asymmetry creates
strategic dilemmas such as defending critical infrastructure or urban
centres from swarms of cheap drones, which may bankrupt traditional
air defence systems. Militaries are therefore experimenting with layered
defence combining kinetic, electronic, and cyber means.’’ However,
no full-proof and cost-effective doctrinal framework has yet emerged,

leaving states vulnerable to saturation drone attacks.

> Artificial Intelligence (AI) and Swarm Warfare: A rapidly expanding
area of research concerns Al-enabled drone swarms. Unlike single
UAVs, swarms use distributed decision-making to overwhelm
defences. Scholars describe this as the “battlefield of algorithms,” where
success depends not on individual platforms but on computational
superiority.’? Russia, China, the U.S., and Israel are investing heavily
in swarm technologies, raising concerns about destabilising arms races
and unpredictable escalation.”” The integration of Al also raises ethical
and legal debates: who is accountable if an autonomous drone swarm

causes civilian casualties?**

Doctrinal Integration of Drone and Counter-Drone
Systems

Despite a rapidly expanding literature on UAV warfare and counter-

drone technologies, a notable doctrinal gap persists: there is no comprehensive

framework unifying offensive and defensive UAV strategies. Most existing

analyses remain siloed, focusing either on the tactical utility of drones or on
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Benjamin Freeman, Counter-Drone Systems: Emerging Technologies and Doctrines, Defense &
Security Analysis 37, no. 2 (2021),p 152.

Sameer Joshi, India’s Counter-Drone Challenges in South Asia, Journal of Defence Studies 16, no.
1(2022): 55-72.

Paul Scharre, Army of None: Autonomous Weapons and the Future of War. New York: W. W.
Norton, 2018.

Andrew Erickson and Christopher Kennedy. “China’s Unmanned Systems in the South China
Sea”” Asian Security 16, no. 3 (2020): 221-240.

John Kaag and Sarah Kreps. Drone Warfare. Cambridge: Polity Press, 2014.
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emerging countermeasures, but rarely prescribing how the two should be
integrated into a coherent military doctrine.*®

Doctrines, however, are not merely about technologies but about how
militaries conceptualise, institutionalise, and employ them. Nuclear weapons,
for instance, produced distinct doctrines of deterrence, second-strike capability,
and escalation control. Likewise, drones demand doctrinal clarity regarding
their role in offensive operations, defensive integration, and conflict escalation
management. The absence of such frameworks risks leaving militaries reactive
rather than proactive, struggling to adapt to rapidly evolving capabilities.
Therefore, this paper positions itself at the intersection of these debates, aiming
to provide a systematic analysis of how drones and counter-drone measures are
shaping emerging military doctrines.

Analysis & Findings

A. Doctrinal Evolution of Drone Warfare

1. ISR (Intelligence, Surveillance, Reconnaissance): The doctrinal
evolution of drone warfare reflects a progressive transformation
from intelligence collection to precision lethality, swarm tactics, and
psychological warfare. Initially, drones entered military doctrine as
reconnaissance assets, offering ‘eyes in the sky” without risking pilots. The
U.S. use of Predator and Reaper drones in Afghanistan and Pakistan,
and Israel’s pioneering drone deployments in Lebanon during the 1980s,
demonstrated their value in ISR. Their ability to loiter for hours and
provide real-time intelligence reduced Clausewitzs “fog of war,” offering
commanders unprecedented clarity in fluid battlefields.*® In Ukraine,
even commercial quadcopters like DJI Mavics have been integrated
into artillery kill-chains, reducing targeting times from hours to mere
minutes, thereby democratising ISR capabilities once monopolised by
advanced militaries.””

35  Jian Wang, Yongxin Liu, and Houbing Song, Counter-Unmanned Aircraft System(s) (C-UAS):
State of the Art, Challenges and Future Trends, IEEE AESS SYSTEMS MAGAZINE, August
28,2020.DOI: 10.48550/arXiv.2008.12461

36 P.W. Singer, Wired for War: The Robotics Revolution and Conflict in the 21st Century. New York:
Penguin Press, 2009.

37  Jack Watling and Nick Reynolds. Ukraine at War: Paving the Road from Survival to Victory.
London: RUSI, 2022. Accessed on 23.7.25. https://ik.imagekit.io/po8th4g4eqj/prod/special-
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2. Precision Strikes: Doctrinal evolution advanced into precision strike
capabilities. U.S.MQ-9 Reapers armed with Hellfire missiles exemplified
targeted killing doctrines, where surgical strikes could neutralise threats
with lower collateral damage and reduced political costs.*® Similarly,
loitering munitions such as Israel's Harop epitomise drones as“kamikaze
assets,” extending persistence and precision.”” The Nagorno-Karabakh
conflict (2020) highlighted this transition, as Azerbaijan's Bayraktar
TB2 drones systematically destroyed Armenian tanks and radars with
MAM-L guided munitions®. The visual documentation of these strikes
on social media added an information-warfare dimension, amplifying
psychological and deterrent effects.!

3.Drone Swarms: A further doctrinal leap lies in drone swarms, which
shift the paradigm from expensive singular UAV's to massed, cheap, and
autonomous formations. RAND Corporation simulations and U.S.
Navy experiments suggest that swarms can overwhelm even the most
advanced missile defence systems, functioning as the aerial equivalent
of naval flotillas.** This represents a doctrinal emphasis on attrition
through saturation, echoing naval and airpower theories of massed force.
4. Psychological Warfare: Drones have proven indispensable in
psychological warfare. Their constant presence instils fear—"When you
hear the drones, you feel naked and vulnerable,” noted Hamdi Shaqura,
deputy director of the Palestinian Centre for Human Rights in Gaza City.

38

39

40

41

42

report-202207-ukraine-final-web.pdf.

P. W. Singer, Wired for War: The Robotics Revolution and Conflict in the 21st Century. New York:
Penguin Press, 2009.

Operation Sindoor: What Are HAROP Drones India Has Bought from Israel?, Business
Standard, May 8, 2025, Accessed on 23.7.25. https://www.business-standard.com/external-
affairs-defence-security/news/operation-sindoor-harop-drones-india-israel-precision-strike-

technology-125050801212_1.html

The MAML (MiniAkilli Mithimmat — Light Smart Munition) is a precision-guided, lightweight
air-to-surface missile developed by Roketsan (Turkey) for deployment from drones, helicopters,
and light aircraft.

Laurence Broers, Nagorno-Karabakh 2020: Lessons from the Unfinished War. London: Chatham
House, 2021.

Paul Scharre, Army of None: Autonomous Weapons and the Future of War. New York: W. W.
Norton, 2018.
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“The buzz is the sound of death. There is no escape, nowhere is private.*
Similarly, Houthis” use of drones against Saudi oil facilities and urban
centres demonstrates how low-cost UAVs can bypass conventional
defences while terrorising civilian populations.* Thus, while drones
reduce uncertainty through ISR integration, they also introduce new
forms of Clausewitzian “friction,” including vulnerabilities to jamming,

spoofing, and attrition in contested environments.

B. Counter-Drone Strategies

Counter-drone- or counter-UAV (C-UAS) strategies can be grouped

into four primary categories: kinetic systems, electronic warfare (EW), directed

energy weapons, and doctrinal measures. Each has its strengths and blind spots

when integrated into modern defence doctrine.

> Kinetic systems, including surface-to-air missiles (SAMs), anti-
aircraft guns, and interceptor drones, represent traditional hard-kill
countermeasures; however, they are increasingly unsustainable against
cheap UAVs.* These can effectively neutralise UAV threats but often
at high cost—both in terms of spending and risk of collateral damage.*

» Electronic warfare (EW) aims to disrupt drone operations using
jamming, spoofing, or GNSS-denial techniques. By severing
communication links or corrupting positioning data, EW can
incapacitate drones without physical destruction. However, adversaries
often harden systems or operate in GPS-denied environments, reducing
EW's effectiveness.”” Russia's EW units in Ukraine have destroyed or

43

44

45

46

47

Jonathan Cook, Gaza: Life and death under Israel’s drones, Al Jazeera, 28 Nov 2013, Accessed
on 14 .8.25https://www.aljazeera.com/features/2013/11/28/gaza-life-and-death-under-
israels-drones

Nick Cunningham, “Saudi Attacks Mark a New Era of Warfare,” OilPrice, September 16, 2019,
Accessed on 14 .8.25,https://oilprice.com/Energy/Energy-General/Saudi-Attacks-Mark-A-
New-Era-Of-Warfare.html

Counter Drone Systems: A Primer, Manohar Parrikar Institute for Defence Studies and Analyses
(IDSA), 2025. Accessed on 2.8.25. https://www.idsa.in/publisher/comments/counter-drone-

systems-a-primer#_edn3.

Rebecca Smith, Kinetic Versus Soft-Kill: Costing in Modern Air Defence. Defence Economics 11
(4): 2023,100-17.

Alan Jones, GNSS Vulnerabilities in Autonomous UAV Warfare. Journal of Electronic Warfare
5 (4): 2022:112-30.
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downed thousands of Ukrainian drones, forcing Kyiv to adopt Starlink-

based mesh networks for resilient drone connectivity.**

» Directed energy Weapons (DEWs): Use high-energy lasers or
microwave pulses to damage or disable drones without physical
projectiles and offer increasingly precise, rapid, and scalable soft-kill
options. Early operational systems show promise against small drones
at relatively low cost per shot. Their limitations include atmospheric

conditions and power requirements.*

Doctrinally, an effective layered air-defence model integrates multiple
tools in a complementary manner. Outer layers of electronic warfare and directed-
energy systems screen incoming threats at range, while kinetic assets function as
last-resort measures.”® Inner point-defence relies on interceptor drones, nets, or
even small arms to neutralise residual threats. Clear rules of engagement and
close civil-military coordination are critical, particularly in congested or urban
environments, to minimise risks of misidentification and collateral damage. This
layered approach underscores the reality that no single method can counter the

diverse and rapidly evolving spectrum of drone threats.”!
C. Cost & Asymmetry Problem

The central doctrinal challenge of drone warfare lies in the asymmetry of
costs. Offence is cheap, as a modified Chinese DJI quadcopter carrying grenades
costs under $2,000, while defence relies on interceptors costing hundreds of

thousands. This imbalance is evident in Saudi Arabia, where billions spent on

U.S. Patriot systems have failed to stop $20,000 Shahed drones.** In Ukraine,

48  ]. Watling and N. Reynolds, Ukraine at War: Paving the Road from Survival to Victory. RUSL
(2022). Accessed on 2.8.25. https://ik.imagekit.io/po8th4g4eqj/prod/special-report-202207-
ukraine-final-web.pdf

49  Christopher Lee.“Directed Energy Weapons in Counter-Drone Scenarios.” Defense Technology
Review 9 (3): 2024, 22-34.

50 Jane Carver, Rules of Engagement in Counter-Drone Operations.” Air & Space Law Journal 18
(2): 2023, 89-110.

51 Counter Drone Systems: A Primer, Manohar Parrikar Institute for Defence Studies and Analyses
(IDSA), 2025. Accessed on 2.8.25. https://www.idsa.in/publisher/comments/counter-drone-

systems-a-primer#_edn3.
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Russia deploys swarms of inexpensive Shaheds, forcing Kyiv to expend scarce
Western-supplied missiles.”> In Wired for War (2009), P. W. Singer describes
pPp g
how drones offer an asymmetrical advantage, aptly coining the term “poor man’s
air force.” This phrase emphasises how relatively inexpensive unmanned systems

empower less-resourced actors to challenge more advanced militarjes.”*
D. Future Doctrinal Trends

Future doctrines of drone warfare are increasingly shaped by rapid
technological convergence. Firstly, Al-driven doctrines are expanding autonomy-
enabling UAV swarms, real-time target recognition, and swift decision-making-
and shifting operational control from human-in-the-loop to human-on-the-
loop, thereby raising novel accountability concerns. ** Second, organisational
adaptation may mirror WWII’s creation of independent Air Forces, as drone
proliferation could necessitate dedicated Unmanned Commands for doctrine,
training, and operations.*® Third, multi-domain integration is becoming critical:
drones increasingly operate in synergy with cyber, space, and electronic warfare.
In Ukraine, Starlink satellite networks have sustained drone connectivity despite
Russian jamming, highlighting space-cyber-drone convergence.”” Finally, legal
and ethical implications dominate debates. The possibility of autonomous lethal
drones echoes Cold War nuclear ethics—who is accountable if an AI drone kills

civilians, and will norms such as a “Drone Non-Proliferation Treaty” emerge?
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These trends underscore drones” transition from tactical tools to strategic

determinants of warfare.’®

Case Study Layering into Doctrine

1. Russia-Ukraine War (2022-ongoing): Since the start of the war, drones
have been extensively employed by both sides. Russia initially relied on UAV's
for surveillance and intelligence-gathering, with the Orlan-10—a medium-range
drone—playing a key role in reconnaissance, electronic warfare, and precision
targeting of Ukrainian positions and artillery, demonstrating the growing
centrality of drones in modern high-intensity conflict.”® Russia also employed
Shahed-136 drones, a type of loitering munition designed to destroy targets
through direct impact, often targeting civilian infrastructure, damaging the
country’s electricity and water supply. © These UAVs are capable of carrying
small payloads and can stay in the air for extended periods, allowing them to
strike when opportunities arise.”!

Ukraine’s drone operations, in contrast, have been marked by innovative
adaptations and the use of commercial drones. Ukraine has made use of Turkish-
made Bayraktar TB2 drones, which have proven effective in targeting Russian
artillery, command posts, and armour, and have widely attacked ammunition
dumps, naval bases, air bases, and played a part in the sinking of the Moskva
warship.®* Ukraine has also deployed small commercial drones, such as DJI Mavic

and Phantom drones, for reconnaissance and small-scale tactical operations.

58 Rebecca Crootof, The Killer Robots Are Here: Legal and Policy Implications, Cardozo Law
Review 36 (2015): 1837-1915.

59 David Pugliese, Russia’s Use of Orlan-10 Drones in Ukraine, Ottawa Citizen, April 10, 2022.
Accessed  on  20.8.25.https://ottawacitizen.com/news/national/russias-use-of-orlan-10-

drones-in-ukraine.

60 Russias Shahed-136 Drones and the Iranian Connection, Bellingcat, October 6, 2022. Accessed
on  13.7.25.https://www.bellingcat.com/news/uk-and-europe/2022/10/06/russias-shahed-

136-drones-and-the-iranian-connection/.

61 How Are ‘Kamikaze’ Drones Being Used by Russia and Ukraine?, BBC News, December 29,
2023, Accessed on 13.7.25.https://www.bbc.com/news/world-62225830

62 Mark Harris and David Pugliese. “Ukraine’s Bayraktar Drones: The Turkish UAV Making a
Mark in the Russia-Ukraine War.” The National Interest, March 22, 2022. Accessed on 23.7.25.
https://nationalinterest.org/feature/ukraines-bayraktar-drones-turkish-uav-making-mark-
russia-ukraine-war-200612.



36 The Calcutta Journal of Global Affairs

These drones are used for dropping explosives on Russian positions, disrupting
Russian artillery, and assisting with logistics.”® Furthermore, switchblade drones,
a loitering munition, have been used effectively to destroy Russian tanks and
armoured vehicles.®* Counter-drone tactics further bolster Ukraine’s use of
drones. Ukrainian forces have developed technologies to jam GPS signals
and interfere with Russian UAVs, rendering them ineffective or forcing them
to crash. ® Doctrinally, drones are no longer peripheral but central to a war
of exhaustion, where mass attrition, low-cost adaptation, and resilience define
strategic endurance.

2. Nagorno-Karabakh War (2020): The 2020 Armenia-Azerbaijan conflict
over the Nagorno-Karabakh region marked a significant turning point in modern
warfare, with drone technology playing a dominant role. Azerbaijani forces, using
a combination of Turkish and Israeli-made drones, including Bayraktar TB2
and Harop drones, effectively neutralised Armenian tanks and artillery systems.
These drones, carrying munitions weighing between 50 kg and 15 kg, delivered
precise strikes that rendered the traditional heavy artillery of the Armenians
nearly obsolete. The strategic use of drones in this conflict underscored their
transformative impact on military engagements, particularly in terms of cost-
efficiency and effectiveness in modern warfare. It was the first postmodern
conflict, in that it was the first in which unmanned aircraft overwhelmed
a conventional ground force, grinding it down to the point of impotence and
paving the way for the Azeri ground forces to roll in and take possession of a
strategic chokepoint.”” It can be argued that Azerbaijan achieved localised air

superiority through a“drone-induced air denial doctrine,” challenging traditional

63 Ibid.

64 Andrew Jones, The Role of Switchblade Drones in the Ukraine Conflict, Defense One, April
15, 2022. Accessed on 23.7.25.https://www.defenseone.com/technology/2022/04/role-
switchblade-drones-ukraine-conflict/374189/.

65 Stephen Snyder, Ukraine’s Electronic Warfare against Russian Drones: A Case Study, Reuters,
May 5,2022.Accessed on 23.7.25. https://www.reuters.com/article/ukraine-drones-electronic-
warfare-idUSKBN2C60N].

66 Nurlan Gurbanov, The Role of Drones in the Armenia-Azerbaijan Conflict, The Diplomat,
November 15, 2020.Accessed on 23.7.25. https://thediplomat.com/2020/11/the-role-of-

drones-in-the-armenia-azerbaijan-conflict/.

67 Eado Hecht, Drones in the Nagorno-Karabakh War: Analyzing the Data, Military Strategy
Magazine, Volume 7, Issue 4 (Winter 2022): 31-37.



DRONE WARFARE AND COUNTER-DRONE STRATEGIES 37

assumptions that only advanced air forces with manned aircraft can dominate
the skies.

3. India—China Border (Ladakh, 2020-present): At the Himalayan
frontier, drones have become integral to surveillance and tactical manoeuvring.
Chinese PLA UAVs over Pangong and Depsang provided Beijing with real-time
situational awareness, narrowing India’s operational surprise.”® In response, India
deployed a Counter Drone System (D4 System) that is capable of performing
real-time search, detection, tracking, and neutralisation (Soft/ Hard Kill) of the
flying drones (Micro/Small UAVs).* The doctrinal implications are significant.
In limited conflicts under a nuclear shadow, drones reduce the Clausewitzian “fog
of war, yet their persistent presence carries the risk of escalatory misinterpretation,
as routine reconnaissance could be mistaken for preparations for offensive action.
4. Operation Sindoor, launched by India on May 7, 2025, in response to the
April 22 Pahalgam terror attack, marked a turning point in drone-centric warfare
with Pakistan. Over four days, India showcased indigenous drone capabilities
under the Make in India initiative. Kamikaze drones such as the JM-1 (Johnnette
Technologies), ALS-50 (Tata Advanced Systems), and Nagastra-1 (Solar
Industries) struck nine terror camps in Pakistan and Pakistan-occupied Kashmir
with precision (Indian Defence Research Wing, 2025).”° India also employed
Harop drones to destroy Pakistan’s Chinese-supplied HQ-9 air defence systems,
demonstrating Suppression of Enemy Air Defences (SEAD) effectiveness (Indian
Express, 2025).”" Backed by ISRO’s Cartosat and RISAT satellites and the
NavIC navigation system, India used swarms and decoys to overwhelm Pakistani
defences (The Hindu, 2025).”* Pakistan deployed nearly 600 drones, including
Turkish Bayraktar TB2, Chinese CH-4, Wing Loong II, and indigenous
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Shahpar-II and Burraq UA Vs, targeting 36 Indian military sites for intelligence
and probing air defences. However, India’s layered defences, including S-400 (
380 km) and Barak-8 MR-SAM ( 75 km ), Akash missile AD system (25km),
Oldlegacy’ AD weapons like L-70 anti-aircraft guns, ZU-23m twin-barrel guns
and upgraded Schilka, intercepted most drones, with some recovered intact (The
Times of India, 2025).” The doctrinal implications are significant, as Operation
Sindoor demonstrated how drone-centric warfare-integrating swarms, SEAD,
and layered air defence- reshapes conflict under a nuclear shadow, emphasising
precision, escalation control, and technological self-reliance in India’s military

strategy.

5. Yemen (2015-present): Houthi rebels, supported by Iranian-supplied
Samad and Qasef drones, struck Saudi Arabia’s Abgaiq oil refineries and
infrastructure in 2019. According to Saudi authorities, the attacks suspended
about 5 million barrels of oil per day — neatly half the Saudi Kingdom'’s estimated
output of 9.7 million barrels and about 6 percent of global production. News of
the incident sent oil prices soaring. The cost of a barrel of Brent crude surged
by 20% from $60 per barrel to 72 $per barrel— the largest single-day jump
in decades.” Strategically, the incident demonstrated the striking imbalance
between the cost of offence and defence. The Houthis employed drones costing
between $15,000 and $40,000 to inflict significant damage, despite Saudi
Arabia’s advanced layered air defence systems, including American-made Patriot
missile batteries.”” The successful penetration of these defences highlighted the
vulnerabilities of conventional anti-aircraft systems when confronted with low-
cost, low-signature UAVs.Doctrinally, the Yemen case illustrates how nations
with limited resources and even non-state actors can generate a form of “air parity”

against technologically superior powers. Drones are not merely tactical weapons
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but do indeed have strategic political value.” This represents a profound levelling

of the battlefield, where state dominance of the skies is no longer assured.

6. Precision Strikes and Reduced Collateral Damage: Drones have also
demonstrated their effectiveness in conducting precision strikes on enemy targets.
They have been instrumental in U.S. counterterrorism efforts in Yemen, Pakistan,
and Afghanistan. The MQ-9 Reaper has been used to eliminate terrorist groups
such as al-Qaeda and ISIS with targeted precision. In Yemen, Reaper strikes
successfully removed high-ranking al-Qaeda operatives, disrupting networks
without endangering U.S. personnel.”” A landmark example came in July 2022,
when a U.S. drone strike in Kabul killed Ayman al-Zawahiri, al-Qaeda’s leader,
underscoring drones’ utility in high-value targeting while minimising collateral
damage.” Similarly, the Bayraktar TB2, a Turkish-made drone, has demonstrated
its capability to conduct airstrikes against Kurdish militant groups and ISIS
fighters. This drone has proven to be an essential part of Turkey’s military
strategy in the region, particularly in areas where traditional air operations are
less effective.”

7. Drone Proliferation and Asymmetric Warfare: A new threat confronted
Indian security forces when terrorists used UAVs in Jammu for smuggling
arms, drugs, and launching attacks. The June 2021 Jammu airbase incident,
where drones dropped explosives on an IAF facility, marked Indias first
recorded instance of terrorists employing armed drones, highlighting escalating

asymmetric security challenges.® This shift highlights the growing role of UAV's
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in asymmetric warfare. Low-cost, high-impact drones have democratised military
technology, empowering non-state actors and smaller states to offset conventional
disadvantages. Their proliferation poses grave risks to critical infrastructure and
regional stability, reshaping deterrence and international security dynamics.
These global examples signal a shift in military doctrine; drones have
evolved from tactical enablers to strategic instruments, transforming doctrines
of airpower, deterrence, and asymmetric warfare. By enabling precision, attrition,
and escalation management, UAVs redefine modern conflict - challenging
traditional dominance of advanced air forces and reshaping the balance between

state and non-state actors.

Key Doctrinal Shifts

he evolution of drone warfare can be situated within classical

and contemporary strategic theory. Clausewitz’s concepts of

“friction” and the “fog of war” remain central. Drones with ISR
and Al integration reduce uncertainty, offering tactical clarity and shortening
kill chains. Yet, high attrition rates and electronic warfare (EW) disruptions
reintroduce new frictions, making drone operations unpredictable. Mahan’s sea
power analogy also finds resonance: just as naval blockades once choked supply
lines,®' drone swarms now enforce localised air denial zones, while Ukraine’s
naval drones demonstrate how unmanned platforms extend sea denial into
littoral and strategic contexts. Mitchell’s vision of decisive airpower is realised not
by fleets of expensive bombers but by cheap loitering munitions and kamikaze
drones that extend strategic reach to insurgents and smaller states.

Similarly, Sun Tzu’s ancient emphasis on deception and psychological
pressure is visible in modern drone operations. Decoy drones, false radar
signatures, and coordinated swarms are designed to mislead, overwhelm, and
psychologically exhaust adversaries, echoing Sun Tzu's maxim to “appear where
the enemy does not expect’82 The constant buzzing and invisible threat of
drones impose psychological strain on soldiers, demonstrating the timeless

fusion of technology and perception in warfare. Finally, Frank Hoffman’s hybrid
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warfare and Fourth Generation War frameworks help explain the drones bridging
role between irregular and conventional warfare.» Houthi drone strikes on Saudi
oil facilities exemplify insurgent forces conducting strategic attacks typically
reserved for state air forces, thus blurring the lines between guerrilla tactics and
conventional doctrines. Collectively, these doctrinal adaptations confirm that
drones are no longer adjuncts to existing doctrines but integral elements of
operational art.

Doctrinal layering in drone warfare illustrates the fusion of classical
strategic principles with modern technological innovation. By offering low-
cost, high-impact capabilities, drones empower both state and non-state actors,
enhancing asymmetry on the battlefield. Integrated within hybrid warfare, they
combine conventional strikes, irregular tactics, and information operations,
transforming drones into instruments of deterrence, escalation, and power
projection. Drones are no longer peripheral tools but central to operational
dominance. As FPV drones, loitering munitions, and Al-enabled swarms evolve,
they redefine warfare, blurring the lines between air, cyber, and kinetic domains,
with unmanned systems at the forefront of future battlefields.**

Unlike nuclear weapons, which redefined warfare in absolute terms,
or airpower, which expanded gradually, drones represent a disruptive middle
ground—neither wholly revolutionary nor merely evolutionary. Instead, they
embody a hybrid military transformation, reshaping doctrine and altering the

strategic calculus of contemporary conflict.

Policy Recommendation

The rise of drone warfare marks a disruptive shift in military strategy,
empoweringbothstatesand non-stateactors. For India - confronted with contested
borders with China and Pakistan, alongside mounting maritime challenges in the
Indo-Pacific - this reality necessitates urgent doctrinal adaptation, accelerated
investment in indigenous drone capabilities, robust counter-drone systems, and

a coordinated national strategy that can effectively manage escalation dynamics.
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1. Formulation of a National Counter-Drone Doctrine: The global response
increasingly relies on a multi-layered counter-drone architecture integrating
electronic warfare, kinetic systems and emerging technologies, DEWs. Among
these, DEWs have shown the most disruptive potential. Their near-zero cost
per shot, rapid engagement cycle and stealth characteristics make them well-
suited for the scale and unpredictability of drone threats.®* India must develop
a dedicated doctrine that integrates counter-drone measures across the three
services and paramilitary forces. Counter-drone readiness must extend beyond
the battlefield to protect critical infrastructure, political leadership, and urban

centers vulnerable to asymmetric drone attacks.

2. Investment in AI and Directed-Energy Counter-UAS Systems: The
drone threat cannot be countered solely with traditional surface-to-air missile
systems, given their cost-exchange disadvantage. India should prioritise research
and deployment of artificial intelligence-driven detection systems and directed-
energy weapons (lasers and microwave technologies) capable of neutralising drone
swarms cost-effectively. Indigenous defence production under the "Atmanirbhar
Bharat” framework can accelerate the development of such capabilities in

partnership with DRDO, private industry, and academic institutions..

3. Integration into Theatre Command Reforms: India’s ongoing debates on
theatre command restructuring should explicitly include drone and counter-
drone warfare as a cross-cutting operational domain. Theatre commands must
be equipped with unified drone command-and-control structures that facilitate
joint operations, data fusion, and real-time responses. This integration will
ensure that drones are not siloed within individual services but utilised as joint

force multipliers.

4. International Cooperation and Regulatory Frameworks: Drone warfare
is not only a military issue but also a global security dilemma, as proliferation
risks extend to terrorists, insurgents, and criminal networks. India should
advocate within the UN, QUAD, and ASEAN-led frameworks for stricter
global norms on drone exports, dual-use technologies, and Al-weaponization.

Bilateral cooperation with partners such as the United States, Israel, Russia, and
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France should extend to intelligence-sharing and joint R&D on counter-UAS

technologies.®

For policymakers and planners, the urgent task lies in doctrinal
adaptation, technological investments, and international regulation. If left
unchecked, drones could become the “Kalashnikovs of the sky” - ubiquitous,
cheap, and destabilising.

Conclusion

Drones have become emblematic of twenty-first-century warfare,
shifting from peripheral tools to central instruments of both surveillance and
strike. Their rapid diffusion among states and non-state actors has altered the
offence—defence balance, while counter-drone technologies have emerged as an
indispensable response. The battlefield is now defined by a continuous contest
between drone innovation and counter-drone adaptation.

Doctrinally, this represents a significant transformation. Classical
theories- Clausewitz’s “friction,” Douhet’s airpower vision, and Mahan’s control
of strategic commons- retain relevance but are now reframed in the unmanned
domain. Much like nuclear weapons produced doctrines of deterrence, drones
and counter-drones demand new frameworks that integrate offence, defence,
and escalation management rather than leaving militaries to improvise under
pressure.

Policy imperatives follow. States must invest in layered defence
architectures that blend kinetic, EW, and directed-energy tools. Militaries should
strengthen resilience against Al-driven and EW-hardened drones, developing
adaptive countermeasures. Finally, given the risks of proliferation and escalation,
arms control and confidence-building measures- on transparency, limits to
autonomy, and shared airspace frameworks- should be pursued.

Future research must address the ethical and operational implications
of AT autonomy, swarm tactics, and the economics of attritable warfare. These
challenges extend beyond technology to questions of law, responsibility, and

strategic stability.
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In sum, the rise of drone and counter-drone systems is not merely a
technological shift but a doctrinal revolution. The future of conflict will hinge
not only on technological superiority but on the coherence of doctrines that

govern their use.
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